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Security- Current R&D Gaps 
2009 Workshop Update

• Long term key management
– Removed, but not solved. This gap area is recognized as not a 

file system specific problem, but a more general problem. 

• End-to-end encryption
• Performance overhead and distributed scaling
• Tracking of information flow, provenance, etc.
• Ease of use, ease of management, quick recovery from 

compromise, ease of use API
• (added) Alternate architectures, e.g., asymmetrical 

lightweight authentication
• (added) Distributed persistent storage/memory (e.g., 

dealing with cloud architectures, nonvolatile memory)



Discussion: Security- Current R&D Gaps 
2009 Workshop Update

• Long term key management (not discussed)
– Removed, but not solved. This gap area is recognized as not a file system specific 

problem, but a more general problem. 
• End-to-end encryption

– Some felt this is not a HEC FSIO topic, no “Ranked” votes for “top 3”
• Performance overhead and distributed scaling

– “Ranked,” medium importance, needs research, (one) ready for commercialization
• Tracking of information flow, provenance, etc.

– “Ranked”
• Ease of use, ease of management, quick recovery from compromise, ease of use API

– (Fewest) ranked, “clarify: add ‘usability,’ ‘how to express mechanisms for…’ ”
• (added) Alternate architectures, e.g., asymmetrical lightweight authentication

– (Highly) “Ranked,” very important, (greatly) needs research, not ready for 
commercialization

• (added) Distributed persistent storage/memory (e.g., dealing with cloud architectures, 
nonvolatile memory)

– Moderately “Ranked”
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2006 HECURA/CPA Projects
• Exploiting Asymmetry in Performance and 

Security Requirements for I/O in High-end 
Computing; Anand Sivasubramaniam,  
Pennsylvania State University University 
Park

• Integrated Infrastructure for Secure and 
Efficient Long-Term Data Management;  
Andrew Odlyzko, University of Minnesota- 
Twin Cities 



2009 HECURA Projects and 
Presentations

• Secure Provenance in High-End 
Computing Systems; Patrick Mc Daniel, 
Penn State 
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